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Data Protection Statement on the processing of personal data in the context of Kahoot! games 

organised in the framework EUIPO events and activities 

The protection of your privacy is of the utmost importance to the European Union Intellectual Property 
Office (‘EUIPO’ or ‘us’ or ‘the controller’). The Office is committed to respecting and protecting your 
personal data and ensuring your rights as a data subject. All data of a personal nature, namely data 
that can identify you directly or indirectly, will be handled fairly, lawfully and with due care. 
 
This processing operation is subject to Regulation (EU) 2018/1725 of the European Parliament and of 
the Council of 23 October 2018 on the protection of natural persons with regard to the processing of 
personal data by the Union institutions, bodies, offices and agencies and on the free movement of 
such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC. 
 
The information in this communication is provided pursuant to Articles 15 and 16 of Regulation 
(EU) 2018/1725. 

1. What is the nature and the purpose(s) of the processing operation? 

The purpose of the processing of your personal data is to allow your participation in Kahoot! interactive 
games organised in the context of EUIPO events and activities.  

Kahoot!1 is a learning platform through which the EUIPO creates and shares learning interactive 
games that can be played in a face-to-face environment or virtually using a device with an internet 
connection.  

The processing is not intended to be used for any automated decision making, including profiling. 

2.  What personal data do we process? 

When participating in a Kahoot! game which is part of an EUIPO event or activity, Kahoot! processes 
the nicknames of participants and the associated responses for each game carried out. Nicknames 
are stored in Kahoot! logs.  
 
EUIPO recommends that you join the Kahoot! game with a nickname not linked to an 
identifiable person, to ensure that Kahoot! cannot by reasonable means identify the person behind 
a nickname and that only the minimum data necessary for your participation is processed. 
 
Kahoot! also process browser or device information which is collected through your device, such as 
Media Access Control (MAC) address, computer type, screen resolution, operating system name and 
version, device manufacturer and model, language, internet browser type and version and version of 
the Services (such as the App) you are using. 
 

3. Who is responsible for processing the data? 

The processing of the personal data is carried out under the responsibility of the Director of the 

Academy, acting as delegated EUIPO data controller. 

Your personal data is processed by Kahoot! and its sub-processors, as a EUIPO’s service provider of 
learning games through its on-line platform.  

 
4. Who has access to your personal data and to whom are they disclosed? 

The personal data is disclosed to the following recipients:  

• EUIPO staff responsible for the organisation of EUIPO events and activities, who has access 
to  the report of the game after it is completed.  

 
1 Kahoot! Privacy Policy 

https://trust.kahoot.com/privacy-policy/
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• EUIPO Infrastructure and Buildings Department as internal processor and Pomilio Blumm as 
external processor, providing services to IBD, as described in DPR-2019-007 * (Privacy 
Statement for EUIPO staff and external resources on the processing of personal data in the 
procedure of organisation and management of meetings and events) 

• Capgemini, as an external processor providing services to Department (consultancy services 
related to the EUIPO Academy Learning Portal), may have access to the data.  

• Kahoot! has access to participants’ nicknames and the associated responses for each game 
carried out.  

The information concerning your participation in Kahoot! games will only be shared with people 
necessary for the implementation of such measures on a need to know basis. The data are not used 
for any other purposes nor disclosed to any other recipient.  

The information in question will not be communicated to third parties, except where necessary for the 

purpose(s) outlined above. 

Please note that your personal data processed by Kahoot! might be transferred to third country. 
Kahoot!  has committed in a binding agreement to observe all the provisions stipulated in Chapter V 
of Regulation (EU) 2018/1725 when transferring data provided by the EUIPO to its third-party 
providers outside EEA. These transfers to sub processors located outside of the EEA are carried out 
on the basis of SCCs approved by the EC. 

 
5. How do we protect and safeguard your information? 

We implement appropriate technical and organisational measures in order to safeguard and protect 
your personal data from accidental or unlawful destruction, loss, alteration, unauthorised disclosure 
of, or access to them.  
 
All personal data related to Kahoot! games procedures are stored in secure IT applications according 

to the security standards of the Office, as well as in specific electronic folders accessible only to the 

authorised recipients. Appropriate levels of access are granted individually only to the above 

recipients. 

 

All EUIPO staff and service providers (events management provider and audio-visual services 

provider) dealing with personal data in the context of organisation of virtual events sign a confidentiality 

declaration. 

 

6.  How can you obtain access to information concerning you and, if necessary, rectify 
it? How can you receive your data? How can you request that your personal data be 
erased, or restriction or object to its processing? 

You have the right to access, rectify, erase, and receive your personal data, as well as to restrict and 

object to the processing of your data, in the cases foreseen by Articles 17 to 24 of the Regulation (EU) 

2018/1725. 

 

If you would like to exercise any of these rights, please send a written request explicitly specifying your 

query to the delegated data controller, Director of the Academy.  

 

Your request will be answered free of charge and without undue delay, and in any event within one 

month of receipt of the request. However, according to article 14 (3) of Regulation (EU) 2018/1725 

that period may be extended by two further months where necessary, taking into account the 

complexity and number of the requests. We shall inform you of any such extension within one month 

of receipt of the request, together with the reasons for the delay.   
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You can withdraw your consent for the processing of your data at any time by writing an email to 

Academy@euipo.europa.eu. Please note that withdrawing your consent for the processing of your 

data does not affect the lawfulness of any processing based on your consent before this consent is 

withdrawn. 

 

7.  What is the legal basis for processing your data? 

Processing is based on Article 5.1 (d) of the Regulation (EU) 2018/1725 (consent). Participation in 
Kahoot! games is voluntary and the controller of the data shall receive freely given, specific, informed 
and unambiguous indication of the data subject’s agreement to the processing of his/her data through 
Kahoot! in the context of an EUIPO event or activity. 
 
 

8.  How long do we store your data? 

Your personal data will be kept only for the time necessary to achieve the purpose(s) for which they 

will be processed. 

 

Game reports containing personal data shall be deleted, where possible, within 24 hours of being 
made and in any case, no later than 72 hours after their completion. Kahoot! normally deletes the 
nicknames stored in logs after 6 to 14 days, and never later than 6 months.  
 

In the event of a formal appeal, all data held at the time of the formal appeal should be retained until 

the completion of the appeal procedures. 

 

9. Contact information 

Should you have any queries/questions concerning the processing of your personal data, please 

address them to the data controller, Director of the Academy Department under the following mailbox: 
DPOexternalusers@euipo.europa.eu. 

You may consult EUIPO Data Protection Officer: DataProtectionOfficer@euipo.europa.eu. 

Form of recourse:  

If your request has not been responded to adequately by the data controller and/or DPO, you can 

lodge a complaint with the European Data Protection Supervisor at the following address: 

edps@edps.europa.eu.  
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