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Privacy Statement for external participants on the processing of personal data 
for the organisation and management of the online International IP 
Enforcement Summit 2021 on 22-23 June 2021 
 
 

1. Introduction 
 
 
The management of your personal data for this event will be entirely carried out by the 
EUIPO as Data Controller. 
 
The protection of your privacy is of high importance to the EUIPO. The EUIPO is committed 
to respecting and protecting your personal data and ensuring your privacy rights. All data of 
a personal nature, namely data that can identify you directly or indirectly, will be handled 
fairly and lawfully and with due care. 
 
This privacy statement explains the reason for the processing of your personal data, the 
way the EUIPO collects, handles and ensures protection of all personal data provided, how 
that information is used and what rights you have in relation to your personal data. It also 
specifies the contact details of the responsible Data Controller with whom you may exercise 
your rights, the EUIPO Data Protection Officer and the European Data Protection 
Supervisor. 
 
This processing operation is subject to Regulation (EU) 2018/1725 of the European 
Parliament and of the Council of 23 October 2018 on the protection of individuals with 
regard to the processing of personal data by the Union institutions, bodies, offices and 
agencies and on the free movement of such data. The information in this communication is 
given pursuant to Articles 15 and 16 of Regulation (EU) 2018/1725. 
 
 

2. What is the nature and the purpose(s) of the processing operation? 
 
With the registration to the online event opened by EUIPO, personal data is processed for 
the organisation and management of the IP Enforcement Summit 2021 and the 
coordination of any required follow-up activities, as well as for accountability and 
communication/transparency purposes. This includes the registration for event participants; 
recording of speakers; minute-taking and distribution of minutes; web-publication; and 
publication on the in-house magazine or other media channels.  
 
 

3. What is the legal basis for processing your data? 
 
Processing operations are subject to Article 5.1 (a) of the Regulation (EU) 2018/1725 which 
states that “processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the Union institution or body”.  

This is supplemented by Article 151 (1) (d) Regulation (EU) 2017/1001 (EUTMR) and 
Article 2 (1) Regulation (EU) No 386/2012, explaining the tasks and activities of the 
European Observatory on Infringement of IP rights, such as: 

a) improving understanding of the value of intellectual property; 
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b) improving understanding of the scope and impact of infringements of intellectual 
property rights;  

c) enhancing knowledge of best public and private sector practices to protect intellectual 
property rights;  

d) assisting in raising citizens’ awareness of the impact of infringements of intellectual 
property rights; 

e) enhancing the expertise of persons involved in the enforcement of intellectual property 
rights; 

 
 

4. What personal data do we process? 
 
Prior to and during this online event, the EUIPO processes speakers’ and participants’ 
identification data to organise and manage the International IP Enforcement Summit 2021. 
This includes the title, name, surname, email, phone (only for speakers), position held, 
organisation/institution and country.  
 
In addition, audio-visual recordings will be made during this online event. Images/photos, 
statements, opinions, etc. may be processed. These recordings will be limited only to the 
plenary sessions and to speakers only who are public figures and/or exercise a function 
with an impact to the public interest. 
 
The International IP Enforcement Summit will take place on the video communication 
platform Zoom. For Zoom Video Communications refer to specific privacy statement. 
 
 

5. Who is responsible for processing the data? 
 
The processing of personal data is carried out under the responsibility of the Director of the 
European Observatory on Infringements of IP Rights (EUIPO), hereinafter referred to as 
the Observatory Director, acting as the delegated EUIPO Data Controller. 
 
Personal data may be processed by an external provider, like the events management 
provider ‘Pomilio Blumm’ and its subcontractors for the purpose of registration. The data 
may be processed as well by the EUIPO Communication service’s internal teams and their 
external providers. 
 
Data in Zoom Video Communications is processed by Zoom and the audio-visual services 
provider of IBD- Vitelsa which is responsible for the management of the EUIPO account in 
Zoom.  
 
For Zoom Video Communications refer to specific privacy statement. 
 
 

6. How long do we store your data? 
 
Personal data processed are generally stored for the period of time necessary to achieve 
the purpose for which they have been processed. 
 

https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/contentPdfs/data_protection/Zoom_Data_Protection_Privacy_Statement_en.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/contentPdfs/data_protection/Zoom_Data_Protection_Privacy_Statement_en.pdf
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Personal data (title, name, surname, email, , position held, organisation/institution, country) 
will be maintained for a maximum period of 1 year, to provide participants with further 
information on particular meetings/events in the future (as mentioned above).  
 
Nevertheless, some personal data published on the EUIPO intranet and website (sound, 
video and audio-visual recordings/photographs of events/meetings) will be kept for 5 years 
for educational, institutional, informational and/or promotional (internally and externally). 
 
The video communication platform Zoom will store the data for a maximum of 1 month. 
 
 

7. How do we protect and safeguard your information? 
 
We take appropriate technical and organisational measures in order to safeguard and 
protect your personal data from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access. 
 
All personal data related to the organisation and management of events is stored in secure 
IT applications according to EUIPO security standards as well as in specific electronic 
folders accessible only to authorised people. EUIPO systems and servers are password 
protected and require an authorised username and password for access. The information is 
stored securely so as to safeguard the confidentiality and privacy of the data therein. Paper 
documents are locked in safe cupboards. 
 
All individuals dealing with personal data in the context of the organisation and 
management of events sign a confidentiality declaration. 
 
If any processing of personal data is carried out by a service provider, the EUIPO 
Communication Service and Infrastructures and Buildings Department, will monitor and 
verify the implementation of the required organisational and technical security measures 
needed to ensure compliance with Regulation (EU) 2018/1725. 
 
In what refers to the chosen video communication platform, Zoom has publicly announced 
that it stores all data on third- party secured servers where the following security measures 
are implemented: 

• management of access logs; 
• 24/7 global support by managing and monitoring data centre access activities, equipping 

local teams and other support teams to respond to security incidents; 
• backup power supply; 
• data encryption. 
 
Zoom has SOC 2 type II certification for compliance with security, availability, processing, 
integrity and confidentiality standards and its cloud services provider is ISO 27001 certified. 
Moreover, Zoom has committed in a binding agreement to comply with its data protection 
obligations stemming from Regulation (EU) 2018/1725. 
 
EUIPO has pre-configured the tool settings in order to make sure that the personal data is 
protected and that all possible measures have been taken. 
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8. Who has access to your personal data and to whom is it disclosed? 
 
Personal data related to external participants is made accessible to EUIPO staff members 
and external providers (such as Pomilio Blumm, Zoom and Vitelsa) only on a need to know 
basis. The video recordings will be made available to the public in general through the 
EUIPO website. 
 
Information on general statistics without containing personal data will be shared with the 
European Commission and PRV for the purposes of the organisation of the event and 
further follow up. 
 
Personal data may be notably accessible through EUIPO’s internal communication tools, 
such as the internal website ‘Insite’, the in-house magazine ‘Backstage’, as well as 
EUIPO’s external communication channels, such as the EUIPO website.  
 
Any promotional material of the event, which would not contain any personal data, could be 
made available by the European Commission and PRV on their own communication 
channels, which would redirect to EUIPO’s main communication tools where necessary.  
 
 
 
 

9. How can you obtain access to information concerning you and, if 
necessary, rectify it? How can you receive your data? How can you 
request the erasure of your personal data or restriction of processing or 
object processing? 

 
You have the right to access, rectify, erase, and receive your personal data, as well as to 
restrict and object to the processing of your data, as outlined in Articles 17 to 24 of 
Regulation (EU) 2018/1725.  
 
If you would like to exercise any of these rights, please send a written query explicitly 
specifying your request to the delegated EUIPO Data Controller, i.e. the Observatory 
Director. 
  
Your request will be answered without undue delay, and in any event within one month of 
receipt of the request. However, according to Article 14(3) of Regulation (EU) 2018/1725, 
that period may be extended by a further 2 months where necessary, taking into account 
the complexity and number of the requests. EUIPO will inform you of any such extension 
within one month of receipt of the request, together with the reasons for the delay. 
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10. Whom should you contact if you have questions/queries concerning the 
processing of your personal data? 

 
If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have 
any queries/questions concerning the processing of your personal data, or if you would like 
to submit a complaint regarding the collection and use of your personal data, please feel 
free to contact the Data Controllerat the following email address: 
DPOexternalusers@euipo.europa.eu. 
 
You may consult the EUIPO Data Protection Officer at 
DataProtectionOfficer@euipo.europa.eu with regard to issues related to the processing of 
your personal data under Regulation (EU) 2018/1725. 
 

Recourse:  

If your request has not been responded to adequately by the Data Controller and/or the 

EUIPO Data Protection Officer, you can lodge a complaint with the European Data 

Protection Supervisor at edps@edps.europa.eu. 

mailto:DPOexternalusers@euipo.europa.eu
mailto:DataProtectionOfficer@euipo.europa.eu
mailto:edps@edps.europa.eu

